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General.
INnformation

NAP is a gateway equipment that comes in three versions.
These are categorized by the capability of infernet connection.
NAP3 connects the Sigfox cloud platform to an wired Ethernet
cable or through Wi-Fi connection.

NAPS features a built-in Cellular module which supports LTE Cat
M1 as a default capability. (LTE Catl is a customized option for
user). NAPS doesn’t support a wired network or Wi-Fi. (only LTE
support)

NAP7 connects to Sigfox Cloud via an existing LAN infrastructure
(Ethernet or Wi-Fi) or cellular network.

It features the ability to automatically switch networks if en-
countering an issue on the network, as well as checking net-
work backhaul to support seamless data service.

Improve Sigfox Device Coverage Indoor

With the multiple backhaul capability, NAP can be installed at
customer premises where Ethernet, Wi-Fi and LTE are available.
This can be installed for indoor or rural outdoor with IP61 enclo-
sure such as attics, underground, warehouses, buildings, shops,
farms, offices and etc.

It can be installed in a Sigfox radio-shaded area that is out of
signal range of existing access stations to further increase cov-

erage.
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This guide is based on NAP-7.

NAP-3 / NAP-5 have different number of antennae.

Please refer to “Interface” in this guide.

This “Before you start” is a session for the physical installation of the

NAP device to the Ethernet and LTE environment.

Regarding the Wi-Fi configuration or the other connection process,

please refer to the session “Activation / Configuration”.

The locational information including GNSS coordinates

MUST be entered during the configuration.

For further details, please visit https://service.rs-aiot.com/
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Package Confents

= 4 Taptite & 4 Tapping Screws are included.
= 4 Wall-Plugs are included.
= Ethernet cables are not provided.

= Screwdrivers are not included; regular size is required.
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Interface

Sigfox Antenna

LTE Antenna

USB C Power port

Reset Button

Ethernet WAN port

Ethernet LAN port
Power line breakaway

prevention groove
SIM Card port

(*Unscrew the SIM card access door)
LED Display

= 2 antennas* for NAP-5 and NAP-7
= | antfenna for NAP-3

*Two antenna config, includes one for Sigfox, the other for LTE
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External Antenna Config

= 2 antennas* for NAP-5 and NAP-7
= | antenna for NAP-3

*Two antenna config, includes one for Sigfox, the other for LTE

LED Description




1) Connect the USB C Power port to the power adapter
and plug the adapter to a power outlet.

2) Insert the electric wire into the power cord separation
prevention groove to prevent the power cord from
being easily disconnected from the USB port during use.

3) Station will boot up automatically.

4) Toreboot the station, press the Reset button and
it will automatically reboot.

Ethernet Connection

Step 1 Installation Location

Place or fix the Access Station Nano at the desired location.
Make sure you leave enough space to access the ports
and you can see the side to check the LED display.

Step 2 Connect the Station to the Internet

1) In case of using Ethernet connect the Ethernet
cable to the station’s Ethernet WAN port.
2) Connect the other end of the Ethernet cable to the

Ethernet wall socket or router.




LTE Con neC‘l'ion For NAP-5 / NAP-7

1) In case of using LTE M1 remove
the cover of the SIM card port
on the bottom of the station.

2) Unscrew SIM card port.

3) Slide the SIM socket coverin
the Open direction, and
then lift the socket cover up
wards.

Place the SIM card by align-
ing the cut edge of the SIM
card with the edge of the
socket.

Close the SIM socket cover downwards and
slide it in the Lock direction to lock it.

6) Tighten the cover of the SIM card port with a screw.

Bofttom side L
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Activation / Configuration

1) By default, the station is setup for automatic DHCP connection.

2) Check the Support Section of this guide
if you need to reconfigure the Ethernet or LTE network settings.

3) The Access Station NAP is ready and operational
as soon as the boot up is done, the connectivity established.
This should take less than 1 minutes in normal temperature conditions.

4) To activate the device, the GNSS coordinates must be manually
inputted by the user via the Android App or Web Ul.
Please refer to “NAP Settings” for more information.

5) Check the Support Section of this guide
if you need to reconfigure the Ethernet.

X



& Settings

Q howdoudo Network & internet > Ethernet

Local Account

q andy5G

Find a setting Connected

Sham @ Gethelp

Bluetooth & devices &7 Give feedback
Network & internet

Personalization

Apps

Accounts

Time & language

Gaming

Accessibility

Privacy & security

Windows Update




Step 2. Find IP assignment and click Edit
1) Select “Automatic (DHCP)" and Save

Edit IP settings

Automatic (DHCP)

@ LTE Router Login = =+

& > @ A Notsecure | 192.168.10.1:8899/login.asp o~ B 12 A # O :
G qualcomm - Googl... [ atwork € Documen tation - o... [l NXPSignin|Docs.. § Raspberry Pi Foru..

R@mote Solution ﬁ

the Valuable Convenience




How to use Web Ul

After successfully connecting to the Web the below will appear.
You can get NAP status information,
and also configure NAP through the Web Ul.

@ LTE Router X +

2 * » 0@ :

G qualcomm - Googl.. [ atwork () Documentation -o.. [JJ| NXP Signin|Docs.. @ Raspberry Pi Foru..

R(@mote Solution

the Valuable Convenience

<« = C A Not secure | 192.168.10.1:8899/home.asp

SigFox NAP

€

”smmmjmp

-l NAP Settings

o

LTE Settings

”133

Internet Settings

Wi-Fi Settings

|| 01.012.01.012

---Administlaﬁun

|| Connected

System Up Time

4 mins, 10 secs

USIM Status

USIM ready

IMEI

864200054264198

|Te|ephune Mumber

”+4571910175917ro

NAP Information

| NAP Version

|| 1.03

Module FIW Version

1.03pre

Serial Number

SN7M000036

NAP ID

000600000030

Internet Information

| Connected Type

”DHCP

| WAN IP Address

[192.168.0.27

| MAC Address

|| 00:1F:96:46:6A:D2

Subnet Mask

255.255.255.0

Default Gateway

192.168.0.1

Primary DNS

168.126.63.1

|SamMawDNS

”9333

Local Network

| Local IP Address

|| 192.168.10.1

| Local Netmask

|| 255.255.255.0

MAC Address

02:1F-96:46:6A:D2

DHCP Server

Enable

gy 0@
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= NAP Status Information :

Shows various information for Sigfox service

& LTE Router * +

<« > C A Notsecure | 192.168.10.1:3899/home.asp

G qualcomm - Googl.  [| at work Q Documentation - o...

[ nxP sign in | Docs...

R(@mote Solution

v - O it

2 4« » O0@ :

& Raspberry Pi Foru...

open all | close all

the Valuable Convenience

Status

SigFox NAP

C

| Serial Mumber

|| SNTIM000036

E- NAP Settings ‘ NAF Version ” 103 |
g f'lt::al:ement | Module FW Version || 1.0.3pre |
D EndPaint Log ‘Auth URL ” hitps:/isigfox-2.est.edge.globalsign.com |

-l LTE Settings :

#l-f Internet Settings |Tuken URL || hitps:/fapg-auth.sigfox.com |

- Wi-Fi Settings ‘ gRPC URL ” apg.sigiox.com |

- Administration

| RMS URL || hitps-/igate.rs-aiot.com |
‘ Fwup URL ” hitps-/igate. re-aiot com |
|

‘ Maker Name ” RemoteSolution

NAP ID 000600000030

Model Name PROD_TESTH

Longitude 126.9362

Latitude 37.385977

Tx Active 1

Max Power 23

| Uplink Frequency || 923300000 |
| Downlink Frequency || 822300000 |
| Downiink Method B |
| LBT Min |5 |
‘ LBT Max ” 60 |
| LBT Delay IE |
‘ LBT Num ” 0 |
| LBT Power | -5 |
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= GNSS Coordinates

Specify the latitude & longitude value of GNSS

Coordinate value can be obtained from the
mobile application provided by Remote Solution or
google map by user.

% = O X
@ LTE Router X +

&€ > C A Notsecure | 192.168.10.1:8399/home.asp 2« »0@ :

G qualcomm - Googl.. [] atwork ) Documentation-o.. [} NXPSignin|Docs.. § Raspberry Pi Foru..

R(@mote Solution SigFox NAP

the Valuable Convenience

&
Nap Management
open all | close all P Nanag
You may configure nap settings, sigfox settings here.
|‘Sigfox NAP
- NAP Setti
=
~{) Management 7SS Conrinates Latiude [0 |
: 2 )t
..... {) EndPaint Log Lungitude| 0 |
G-l LTE Settings
(- Internet Settings | RC Zone ” | RC-1 v | |
(-l Wi-Fi Settings
(- Administration [ Apply ] [ Cancel ]

s T




= End Point Log

NAP shows recent 50 message logs from end point

Log show end point’s device ID, rssi, frequency and
received time in UTC

Note) Log don't show end point’s encrypted payload
data, you can read it in the Sigfox backend

W = ] X
@ LTE Router x -+

& > @ A Notsecure | 192.168.10.1:8899/home.asp 2+ & 0@ :

G qualcomm - Googl.. [] atwork ) Documentation-o.. [l MXP Signin | Docs.. J Raspberry Pi Foru...

R(@mote Solution SigFox NAP

the Valuable Convenience

&

-

T EndPoint Log

il Wi-Fi Settings
il Administration

Sigfox NAP
Ig NAP Settings rank{1] 0obl0] Id[0020F7B6] rssil-68] freq[923327808.000000] mesiamp[2023-03-28 05:59:20]
g :::::emem rank{2] 0ob[0] id[0020F7B6] rssi[-86] freq[923353600.000000] tmesiamp[2023-03-28 06:00:22]
* ) EndPoint Log rank[3] oobl0] id[0020F7B6] resil-63] freq[923329344.000000] timestampl2023-03-28 06:00:24]
:::fefnith:i:ti nas rank{1] 00b[0] id[0020F 7B6] rssi[-81] freq[923356544.000000] tmestamp[2023-03-28 05-00:40]

EndPuoint Log

rank[2] oob[0] id[0020F7B6] rssi[-104] req[923328768.000000] imestamp[2023-03-28
06:00:41)

rank[1] oob{0] id[00B43947] rssi[-32] freq[923348032.000000] timestamp[2023-03-28 07:19:28]

rank[2] oob{0] id[00E43947] rssi[-32] freq[923289728 000000] timestamp[2023-03-28 07:19:30]

rank[3] oob{0] id[00E43947] rssi[-32] freq[923348992.000000] timestamp[2023-03-28 07:19:31]

rank[1] 0ob{0] id[00B43947] rssi[-32] freq[923291648 000000] timestamp[2023-03-28 07-20:37]

rank[2] oob{0] id[00B43947] rssi[-32] freq[923357606.000000] timestamp[2023-03-28 07:20:38]

rank[3] oob{0] id[00B43947] rssi[-32] freq[923309184.000000] timestamp[2023-03-28 07:20:40]

rank[1] oob{0] id[00E43947] rssi[-28] freq[923339776.000000] timestamp[2023-03-28 07:46:23]

rank[2] oob[0] id[00E43947] resi[-29] freq[923273152.000000] timestamp[2023-03-28 07:46:24]

rank[3] oob(0] id[00B43947] rssi-29] freq[923344960 000000] timestamp[2023-03-28 07-46:26]

rank[2] oob{0] id[00B43947] rssi[-30] freq[923266304.000000] timestamp[2023-03-28 08:41:51]

rank[3] oob{0] id[00E43947] rssi[-28] freq[923261312.000000] timestamp[2023-03-28 08:42:22]

rank[1] oob{0] id[00E43947] rssi[-28] freq[923216384.000000] timestamp[2023-03-28 08:53:08]
+« I—— v
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Here shows

the current status of LTE modem

@ LTE Router

& qualcomm - Googl...

open all | close all

|k siafox nap

El-@ NAP Settings

LTE Settings

[ Status

{) Connection
Internet Settings
4l Wi-Fi Settings
B- il Administration

& > @ A MNotsecure | 192.168.10.1:8899/home.asp

R@mote Solution

~ — O *

x  +
2w 0@ :

[1 atwork €) Documentation -o.. [l NxP Signin|Docs.. § Raspberry Pi Foru...

SigFox NAP

the Valuable Convenience

&
Status

| Access Technology || Cat-M1 |

Band LTEEAND 5

Channel 2500

RSSI1 -102

RSRP -127

RSRQ -13

SINR 96

MCC 45

MMNC 05

PDP Type IPV4VE

SIM State USIM ready
-+ ’

= APN Settings(LTE setting)

1) In LTE seftings -> Connection menu

2) Select pre-defined APN or Enter custom APN

R — O pad
@ LTE Router x +

2 v » 0@

G qualcomm - Googl.. [ atwaork € Documentation - o... [l MXP SigniIn|DocS.. @ Raspberry Pi Foru..

R@mote Solution NI IYS SV

&« > C A Notsecure | 192.168.10.1:8899/home.asp

Connection
ppen all | close all
_Sigfux NAP Connection Settings
E- ) NAP Settings Connection Status Connected
(@ e setonas e
E Custom it
APN | |
Int: t Setti
nterne ings [ Apply ] [ Cancel ]

il Wi-Fi Settings
G-l Administration

{

e X
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WAN Setup Pimary

= DHCP configuration.

In case of using DHCP Select WAN Connection Type: Wired(DHCP)

e — O o
& LTE Router x +
<« C A Notsecure | 192.168.10.1:8899/home.asp = w N 0O @
& qualcomm - Googl... atwork ) Documentation - o.. NXP Sign In | DocS.. § Raspberry Pi Foru...

the Valuable Convenience

Wide Area Network (WAN) Settings
open all | close all

] You may choose different connection type suitable for your environment. Besides, you may also
- Sigfox NAP configure parameters according to the selected connection type.

(- MAP Settings

LTE Settings WAN Connection Type ” | Wired (DHCP) ~
El-{i Internet Settings
i) WAN
) LAN
i i) Client Lists i .
-8 Wi-Fi Settings Wide Area Network (WAN) 2 Settings
- @@ Administration = =
Enable Secondary WAN ” CoN @oFF ‘
[ Apply ] | Cancel |

Click Apply

“In the case of NAP-7, Multi-Backhaul (LTE, Ethernet, Wi-Fi) function is
provided, but if you want to connect two or more backhauls at the
same time, you need to set up primary and secondary backhaul.

At this fime, basic Internet communication is performed with the
backhaul set as the primary, and if the primary backhaul becomes
unable to communicate, it operates as the secondary backhaul as
the backup backhaul.

After that, when the primary backhaul returns to normal, communicao-
tion is resumed as the primary backhaul.”

e X



= Static IP configuration
WAN Connection Type: Wired (Static IP)

w — (]} >
@ LTE Router x -+

& > C A Notsecure | 192.168.10.1:8899/home.asp = w N 0O . :

G qualcomm - Goagl.. [| atwork €) Documentation -o.. [l NXP Signin|Docs.. § Raspberry Pi Foru...

R@mote Solution SigFox NAP

&

pertull| cleseinll Wide Area Network (WAN) Settings

You may choose different connection type suitable for your environment. Besides, you may also
|‘-Sigfux NAP configure parameters according to the selected connection type.
(- NAP Settings

". LTE Settings | WAN Connection Type || [Wired (Static IP) v | |
EI. Internet Settings
D A _
D LAN Static Mode
| [ Client Lists IP Address | |
. Wi-Fi Settings
B1-fil Administration Subnet Mask | |
Default Gateway
Primary DNS 8888
Secondary DNS 168.126.63.1

Wide Area Network (WAN) 2 Settings

Enable Secondary WAN || ConN @®oFF |
[ Apply ] [ Cancel ]
<+ — 4

Enter IP address, Subnet Mask, Default Gateway, DNS address
Click Apply

WAN Connection Type: LTE

e = O >
@ LTE Router X +

& > C A Notsecure | 192.168.10.1:3899/home.asp 2 « » O@ :

G qualcomm - Googl.. [ atwork ) Documentation - o.. [l MXP Signin|Docs.. § Raspberry Pi Foru..

R@mote Solution SigFox NAP

the Valuable Convenience

)

Wide Area Network (WAN) Settings

You may choose different connection type suitable for your environment. Besides, you may also
|‘Sigﬁ:m MAP configure parameters according to the selected connection type.
-l NAP Settings

. LTE Settings
@---Intemet Settings
. [ client Lists i )
- Wi-Fi Settings Wide Area Network (WAN) 2 Settings
---Adrninistmﬁon

open all | close all

WAN Connection Type ” [LTE

Enable Secondary WAN ” Oon @ oFF |

[ Apply ] [ Cancel ]

I

Click Apply




WAN Connection Type: WIFi(STA)

v — O P28
@ LTE Router X +

& > C A Notsecure | 192.168.10.1:8899/home.asp 2 * » 0@ :

G qualcomm - Googl.. [ stwork €) Documentation-o.. [} NXPSignin|Docs.. § Raspberry Pi Foru..

R(E&mote Solution SigFox NAP

the Valuable Conveniene

&

Wide Area Network (WAN) Settings

You may choaose different connection type suitable for your environment. Besides, you may also
‘Sigl‘ux MAP configure parameters according to the selected connecfion type.

[-{ll NAP Settings
[e)-{ LTE Settings

open all | close all

: . | waN connection Type |[[wiFi 5TA) v
E--.Intemet Settings
D wan
(- Wi-Fi Settings Wide Area Network (WAN) 2 Settings
-. Administration
Enable Secondary WAN || OoN ®@oFF |

Logout

Click Apply

“Before selecting WIFi(STA), you have to configure STA mode
first in the Wi-Fi Settings -> STA menu.”




WAN Ser p Secondary

Select Enables Secondary WAN: ON
Select WAN Connection type: DHCP/Static/LTE/WIFi(STA)
*Note: You have to select different type with above (LTE or WIFi(STA))

If you enable secondary WAN,
NAP will monitor network status with check period & IP1/1P2 address

When primary or secondary WAN communication failure,
NAP will switch to alternative WAN

v — O >
@ LTE Router x —+

& > C A Notsecure | 192.168.10.1:8899/home.asp 2 v » O@ :

G qualcomm - Googl.. [] atwork ) Documentation -o.. [ MNXP Signin|Docs.. & Raspberry Pi Foru..

R©@mote Solution SigFox NAP

the Valuable Convenience

b

Wide Area Network (WAN) Settings

You may choose different connection type suitable for your environment. Besides, you may also

ppen all | close all

|‘5igfux NAP configure parameters according to the selected conneciion type.
G-l NAP Settings
-l LTE Settings [ AN connection Type |[Wired (DHCP) ~
=il Internet Settings
©-) AN

¢ ) Client Lists . .
5l Wi-Fi Settings Wide Area Network (WAN) 2 Settings

---Administmtiun

| Enable Secondary VWAN H ®oN O oFF |
| WAN Connection Type H | LTE hd | |

Wired"WiFi Connection Check |15 |

Period (secs.)

LTE Connection Check Period |BU |

(secs.)

| IP1 for connection confirmation H | 168.126.63.1 | |

| IP2 for connection confirmation H |B_8_8_B | |

[ Apply ] [ Cancel ]

a :
Click Apply
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1) If LAN IP address and WAN IP address have the same subnet
you heed to change LAN IP address and DHCP server settings

2) Default LAN IP address is 192.168.10.1
3) Enter new LAN IP address and DHCP Server settings.

4) LAN IP address and DHCP Server’s Start IP Address &
End IP address have to be same subnet
Eg.) IP address : 192.168.20.1
Start IP Address: 192.168.20.2
End IP Address: 192.168.20.254
Primary DNS: 8.8.8.8(google) or other DNS address
Secondary DNS: any DNS address
Lease Time: value in minutes

5) Click Apply
& LTE Router * + ~ - - x
<« > C A Notsecure | 192.168.10.1:8899/home.asp = % N 0O . :

G qualcomm - Googl.. [ atwork ) Documentation -o.. [l MXP Signin | Docs.. ¥ Raspberry Pi Foru...

R@mote Solution SigFox NAP

&
Local Area Network (LAN) Settings
ppen all | close all
You may enablefdisable networking functions and configure their parameters as your wish.
|k siafox Nap
- NAP Settings
L
Bl LTE Settings LAN Setup

i Internet Settings | 1P Address |[192.168.101 | |

D) AN | Subnet Mask |[255.255.255.0 | |

- () Client Lists ‘ MAC Address H 02:1F-96:46-6A:D2 ‘
- Wi-Fi Settings

- @@ Administration DHCP Server

‘ DHCP Type H | Sarver V| ‘

[start 1P Address [[192.168.10.2 | |
[Ena 1P Agaress |[192.168.10 254 | |

| Primary DNs [[EEEE | |

| secondary DS [[165.126.63.1 | |

| Lease Time |[50 | (min, 1~1,440) |

[ Aepty ][ Cancel |

-+ I — >

e X



= Client list connected to NAP

NAP shows the list of the client which is connected to
NAP through the LAN or WiFi

W = O *
& LTE Router x 4+

& > C A Notsecure | 192.168.10.1:8899/home.asp e %« 0@ :

G qualcomm - Googl.. [ atwork ) Documentation -o.. [J] NXP Signin|Docs.. § Raspberry PiForu..

R@mote Solution SigFox NAP

the Valuable Convenience

[
all| close al Client Lists
You could monitor the list of clients here.

|k Siafox nap
- NAP Settings — -
e uee
- Internet Settings ‘Hnsinarne ”MAC Address ” P Address H Expires in ”Type ‘

3w |DEskTOP832uva7  |[baagicorsese| 19216810205 |[003645 | Dynamic |
- Wi-Fi Settings
-l Administration

X



= Select Wi-Fi On/Off: Wi-Fi AP mode On or Off

Note) Default WiFi AP function is “OFF"
you can change “ON" to use WiFi AP function

To improve security for WiFi AP, you have to change default Pass Phrase
more complex in Wi-Fi Settings -> Security menu

Recommend to create new pass phrase with combination of upper case,
lower case, number and special characters

@ LTE Router

& qualcomm - Googl...

ppen all | close all

|k siafox nap

G- NAP Settings
- LTE Settings
E-{i Internet Settings
D WAN

D LAN

-{ Client Lists
E-{il Wi-Fi Settings
-{) Security

D STA

-{ ) Station List
(- Administration

& - C A Notsecure | 192.168.10.1:8899/home.asp

R(@mote Solution

] —
X + =

[ atwork ) Documentation - o..

[ nxpsignin| Docs.. @ Raspberry Pi Foru..

the Valuable Convenience

Basic Wireless Settings

You could configure the minimum number of Wireless settings for communication, such as

MNetwork Mame (S31D) and Channel. The Access Point can be set simply with only the minimum

setting items.

X

e« » 0@ :

# ]

Wireless Network Mode Operation

[ wi-Fi oo I|[OFF v

[ Apply ] [ Cancel

23
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= Select Wi-Fi On/Off: Wi-Fi AP mode On or Off

1) Network Mode: 11b/g/n or mixed mode
2) Network Name(SSID): Enter SSID of AP mode, Default is “Sigfox_NAP”
3) Check Hidden ™ to hide SSID

4) Frequency (Channel) :
Select specific channel number or Auto Select

5) Click Apply

e — O X
@ LTE Router * +

& > C A Notsecure | 192.168.10.1:8899/home.asp 2 « » O@ :

G qualcomm - Googl.. [] atwork € Documentation -o.. [JJ| NxP signin | Docs.. § Raspberry Pi Foru.

R@mote Solution SigFox NAP

the Valuable Convenience

Basic Wireless Settings
open all | close all g
You could configure the minimum number of Wireless settings for communication, such as
‘ Sigfox NAP MNetwork Mame (SSID) and Channel. The Access Point can be set simply with only the minimum
[ NAP Settings setting items.
--- LTE Settings
-l Internet Settings Wireless Network Mode Operation
-] WAN —
-0} LAN ‘wan on/oft || [ON -] ‘

~{]) Client Lists Wireless Network

-l Wi-Fi Settings

() |Basie Driver Version 4122
8 Security Metwork Mode [ 11b/gin mixed mode ~|
- STA
-0 Station List [ Network Name(ssiD) [[Sigfox_nAP17 | Hidden |
e [BssiD | o0-1F:96:FF-3550 |
‘ Frequency (Channel) ” | AutoSelect ~ | ‘
[ Apply ]I [ Cancel ]
. ] >

e X

24
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1)
2)
3)
4)
5)
6)
7)

Select Security Mode
Disable: Open, No security (not recommended)
WPA-PSK/WPA2-PSK/WPAPSKWPA2PSK : WiFi Protected Access

WPA Algorithm: TKIP/AES/TKIPAES, TKIPAES means support TKIP or AES

Pass Phrase: Enter password to access Wi-Fi

Key Renewal Interval: WPA group rekey interval, default is 3600 sec

Click Apply

@ LTE Router

open all | close all

| sigfox nap

-l NAP Settings
[-{ilj LTE Settings
E-{i@ Internet Settings
D WAN

D Client Lists
-l Wi-Fi Settings
[ Basic

D STA

D Station List
-l Administration

& > C A Notsecure | 192.168.10.1:8899/home.asp

& qualcomm - Googl..

R@mote Solution

% + v = [m] X

2w » 0@ :

atwork () Documentation -o.. [l NP Signin | Docs.. § Raspberry Pi Foru...

SigFox NAP

the Valuable Convenience

é

Wireless Security/Encryption Settings

Setup the wireless security and encryption to prevent from unauthorized access and monitoring.

Wireless Network

55D Sigfox_NAP1T

Security Mode [WPA2-PSK v|

WPA Algorithms OTtkp OaEs @ TKIPAES

Pass Phrase Qvel13@35dFR5

Key Renewal Interval 3600 lsecunds(l)~86400)

[ Apply ] [ Cancel ]

= Station List

NAP shows the list of STAs which are connected o
NAP through Wi-Fi

y ,
. )

@ LTE Router

& qualcomm - Googl

jopen all | close all

il siafox nap
-l MAP Settings
--«. LTE Settings

- Administration

€« > A Notsecure | 192.168.10.1:8899/home.asp

~ — O =
x +

=2 & » O @

atwork ) Documentation - o [l NXP Sign In | DocS & Raspberry Pi Foru

R@mote Solution SigFox NAP

&

Station List

You could i i which

to this AP here.

Wireless Network

MAC Address Aid PSM MimoPS MCSs BW SGI1 STEBC
AABD:12:60:89:07 1 1 3 15 20Mm 0 0
+ .

e X
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You can use WiFi STA as an internet backhaul
1) Select Enable STA : ON

2)

Find WiFi AP which you want connect in the Site Survey list

if you can’t find a SSID in Site Survey list, click “Scan” button again

3)

you can see “Security Mode” and “Encryption Type" in site survey list

4) Click Apply

Enter or select “SSID"”, “Security Mode”, “Encryption Type” and "“Passphrase”

& qualcomm - Googl...

ppen all | close all

| siafox napP

H-Jl NAP Settings
H-Jll LTE Settings
=il Internet Settings
D WAN

D LAN

) Client Lists
-l Wi-Fi Settings
-{) Basic

-] Security
D STA

) Station List
-] Administration

¢« > ¢ Az2=m

192.168.10.1:889%/home.asp
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STA Features

You may configure STA parameters here.

|l rixP sign In | Docs...

SigFox NAP

& raspberry Pi Foru.

© ot I <27

Enable STA

STA Parameters

SSID | iptime2.4_rnd |
Mac Address (Optional) | |
Security Mode [WPA2PSK v|
Encryption Type | AES hd |
Passphrase [1234abcd |

l Apply l [ Cancel ] [ Scan ]

Ch [SSID BSSID Security Rssi(%) (Mode |ExiCh [NT
1 [hanuco 2G 58:86:94:05:24:76 (WPAZPSK/AES 20 11big/n |AEOVE |In
1 |HanmaDent 2c:44:54:af:99:30 (WPAZ2PSKJ/AES 20 11big/in |INONE  |In
1 |8&s888888 00:26:66:14:59:34 |WPAZPSK/AES 65 11blg/n |ABOVE |In
1 |AT-R521_FIELD_TEST 00:11.96:45:46:3a |WPAZPSKITKIPAES 65 11b/g/n [NONE |In
1 [ARGOS-SoftAP-CC4E Ya:cd-ac07ccde |WPAPSKWPAZPSKITKIFAES |29 11blg |NONE |In
2 |U+Met2FDO 80:cad4b:78:27:d2 (WPAZPSKI/AES 31 11big/in |INONE |In
3 |daerim_iptime 72:5d:cc:ce9b8c (WPAZPSKI/AES 29 11b/gin |AEOVE |In
5 |0xEABOS4ED9SBE3ISECBSEES |58:86:94:3a:04.ce |WPA2ZPSKIAES 23 11b/g/n [BELOW |In
6 'I[')‘IIFE{?EEJ‘HE 1S_§|1Ae;‘3L_ 16:cb:19:47:82'01 (WPAZPSK/AES 29 11big/in |INONE |In
6 (838888 00:26:66:cb:19:48 (WPAZPSKIAES 100 11b/g/n |BELOW |In
8 |[Sigfox_NAP_QA 00:11:96:f.eb:dd  |WPAZPSKITKIPAES 65 11bigin |INONE |In
8 |(LAB_QA T70:5d:cc:18:a5:a8 (WPAZ2PSKJ/AES 83 11big/in |INONE  |In
& |iptestcom 00:08:97.64:89:7f |OPEN/WEP 39 11b/lg |[MONE |In
9 |wkbaek_hw 00:08:97.70:59:16 |WPA2PSKI/AES 100 11b/g/n |AEOVE |In
9 |design ed:71:85:31:c3:6c (WPAPSKWPAZPSK/TKIPAES [100 11big/in |INONE  |In
10 |olleh_WiFi_B798 00:07:89:5c:b7-9b (WPAPSKWPAZPSKITKIPAES |99 11big/in |INONE |In
10 |powerlab_office 08:5d:dd:2a:9:44 |WPAPSKWPA2PSKITKIPAES |20 11b/g/n [BELOW |In
11 |iptime2.4_mnd Ba:5d.cc.ca:Taeld \WPA2ZPSKIAES 100 11bfg/n INONE  |In
11 [LAB_QA 2 00:26:66:6a3:83:c0 (WPAZPSKJ/AES 83 11b/g/n |BELOW |In




5) Go to Internet Settings -> WAN menu

6) Select WAN Connection Type : WiFi(STA)
You can also select WiFi(STA) as a secondary WAN

« -2 M F2 9% 192.168.10.1:8899/home.asp
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“F

Wide Area Network (WAN) Settings

You may choose different connection type suitable for your environment. Besides, you may also

ppen all | close all

‘Sigﬁjx MAP configure parameters according to the selected connection type.

[+l NAP Settings

- LTE Settings WAN Connection Type [[wiFi (57A) v
[=1-{il Internet Settings

-0 wan

{7 LaN

i =[] Client Lists
@ Wi-Fi Settings
---Administlaﬁun

Wide Area Network (WAN) 2 Settings

Enable Secondary WAN ” Con ®oFF |

Logout

[ Apply ] [ Cancel ]

7) Click Apply
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.Wi-Fi Configuration sta

If you configure WiFi(STA) settings correctly and NAP
connected to AP successfully, you can see an IP address gotten
from AP in the System Information page

<« > C A F8 8 192.168.10.1:8899/home.asp
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System Information

ppen all | close all

‘ SSID H Sigfox_NAP
il Siafox NAP :
(-l NAP Settings ‘ HI/W Version H 10
([ LTE Settings ‘ SIW Version H 107
- Internet Settings :
: ‘ Modem Version H01.012.D1.012

G- Wi-Fi Settings
- Administration ‘ Connection Status H Connected

‘ System Up Time H 32 days, 23 hours, 24 ming, 57 secs
‘ USIM Status H USIM ready

‘ IMEI H 964200054264198

‘Telephone Number H +467191017591770

MNAP Information

| NAP Version [1.07 |
| Module Frw Version [104 |
| Serial Number [ sn7moo0036 |
| NAP ID || 000600000030

‘ Connected Type HWiFi ‘
| WAN IP Address [192.168.1.50 |
| MAC Address [02:1F95:0F-25:50 |
| Subnet Mask 255.255.255.0 |
| Detautt Gateway [192.168.1.1 |
| Primary DNS [ 168.126.63.1 |
Secondary DNS 168.126.63 2
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= Login Information

1) Management, Language: Select English or Korean

2) Default Username: rsadmin,
Default Password: rsadminO000!!

3) Default Username & Password is the
same for all the NAP Devices

4) Recommend to change them for your security

- [} *
@ LTE Router X + ¥

€ 3 C A Notsecure | 192.168.10.1:8899/home.asp - 2 & 0@ :

G qualcomm - Googl.. [ atwork €) Documentation-o.. [} NXP Signin|Docs.. § Raspberry Pi Foru..

R@mote Solution SigFox NAP

&
stem Management
open all | close all Sy g
You may configure Language, Login Usermname, Login Password settings here.
|k siafox nap
Bl NAP Settings .
P < g
1 LTE Settings Language Settings
£l Internet Settings | Select Language || |English ~| |
- WAN
- LAN [ Apply ] [ Cancel ]
-{) Client Lists

-l Wi-Fi Settings Login Username Settings
-{) Basic - -
-[) Security |Log|n Username | rsadmin

pA=CI [ ey ] [ Cancel ]

E- il Administration
[ Management Login Password Settings

~{) Upload Firmware Current Login Password | |
-{) Settings Management

- Statistics Mew Login Password

-~} Access Log

| Confirm New Login Password ||| | |

(Al ) [ Cancel ]

e X



= Firmware Upgrade

Upload Firmware, NAP support firmware update in Web Ul

For updating new firmware
1) Click "Choose File” button

w — [} =
@ LTE Router x +

& > C A Notsecure | 192.168.10.1:8899/home.asp o =2 % ¥ 0O . :
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&

Upgrade Firmware
open all | close all Pg

Upgrade the Router firmware to obtain new functionality. It takes about 1 minute to upload and
|‘-Sigf‘ux MNAP upgrade flash. Please be patient. Caution! A corrupted image will hang up the system. Cnly when
@ NAP Settings client connects to Router with a RJ45 cable, upgrade firmware works.

4l LTE Settings

@@ Internet Settings Update Firmware
{0 Wi-Fi Settings | T || Choose File | No file chosen |

Administration

Management Apply
Upload Firmware

Settings Management
Statistics

gy »

2) Select firmware image file and open it

File name: [RS_NAP_FIRMWARE_0.7.9_20220725.img | Aniles () o

@ Open X
& = v A T0> ThisPC > LocalDisk(C:) > Temp > v C £ Search Temp
Organize v New folder =- O @
) Name . Date modified Tpe Size

v e B RS_NAP_FIRMWARE_0.7.8_20220717.in 172022739 PM Binary File 11,585K8
ERDSKP  ® R RS NAP_FIRMWARE 079 202207185in 7182022 8:09 PM Binary File 11,585 K8
i RS_NAP_FIRMWARE 0.7.9_20220718img ING2021038AM  ALZip IMG File 11,586 K8
B Documents £ o o NAP FIRMWARE 07.9_20220718 Nimg INYNR21038AM  ALZip IMGFile 2u8K8
B Pictures o oS NAP_FIRMWARE 0.7 20220718 NRimg 7182021038 AM  ALZip IMG File 1,832K8
‘ B RS_NAP_FIRMWARE 0.7.9_20220719.6in TNYN2NAAM  Binary File 11,585 K8
‘ B RS_NAP_FIRMWARE_0.7.9_20220720.6in 7/20/2022 5:23 PM Binary File 11,585 K8
: I RS_NAP_FIRMWARE_0.7.9_20220721.bin 712172022 3:00 PM Binary File 11,585 K8
) RS_NAP_FIRMWARE 0.7.9_20220721_NRimg 7/21/2022 422 PM ALZip IMG File 11,890K8
BB RS_NAP_FIRMWARE 0.7.9_20220725 bin 725/2021202PM  Binary File 11,000K8
> @ Onebrive - Personal | RS_NAP_FIRMWARE 0.7.9.20220725.mg 7/25/2022 233 PM ALZip IMG File 11,586 KB
T ) RS NAP_FW_0,6.7_20220322.2ip 3/22/2022 5:33 PM ALZip ZIP File 10308 K8
B sourcetarbz2 10/15/2019429PM  ALZip BZ2File 180,734K8
> W Network @ svpn_embedded_package v1.03.1_136_aprotechitargz  3/7/2022 10:50 AM ALZip GZFile 2111K8
@ tgsvpn_confitargz 3772022 1:43PM ALZip GZ File K8
TOOLSINI VAR 12BAM P EE 7K8

3) Click Open

Upgrade Firmware
open all | close all Pg

Upgrade the Router firmware to obtain new functionality. It takes about 1 minute to upload and
_Sigfox MAP upgrade flash. Flease be patient. Caution! A corrupted image will hang up the system. Only when
§ NAP Settings client connects to Router with a R.J45 cable, upgrade firmware works.

4l LTE Settings "
@ Internet Settings Update Firmware
& Wi-Fi Settings ll_m:ahon—‘ Choose File |RS_N...0.img

{ Administration

) Management ( Apply |
D) Upload Femware

4) Click Apply

e X



5) Upload Firmware

~ = (] =
@ LTE Router > —+

& > C A Notsecure | 192.168.10.1:8899/home.asp - 2 % ®» O@

& qualcomm - Googl.. [ atwork € Documentation -o.. [l NXP Sign In | Docs...
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& Raspberry Pi Foru...

SigFox NAP

open all | close all

Device is rebooting. Please wait for a moment.

ik Sigfox NaP

i NAP Settings

@ LTE Settings
Internet Settings
Wi-Fi Settings
Administration

The page will be refreshed in 87 d(s).

{1 Management

[ Upload Firmware
{1 Settings Management
i) Statistics

{1 Access Log

————

6) After writing firmware image to internal flash memory,
NAP will reboot automatically

7) Wait for 2 ~ 3 mins to reboot and reconnect to Web Ul

8) Check the S/W Version in System Information to
confirm firmware update success

V = m} X
@ LTE Router ® +

& > C A Notsecure | 192.168.10.1:3899/home.asp
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SigFox NAP

open all | close all

H- Internet Settings
H- Wi-Fi Settings
- Administration

System Information

851D Sigfox_NAP
| siafox nap
- NAP Settings HW Version 1.0
E-{ill LTE Settings SIW Version 103

Modem Version

01.012.01.012

Connection Status

Connected

System Up Time 4 mins, 10 secs
USIM Status USIM ready
IMEI 864200054264198
Telephone NMumber +467191017591770

NAP Information

MNAP Version 1.0.3

Module F/W Version 1.0.3pre

Serial Number SNTMO000036
MNAPID 000600000030

Internet Information

Connecied Type

DHCP

WAN IP Address

192.168.0.27

MAC Address 00:1F96:46:6A:D2
Subnet Mask 255.255.255.0
Default Gateway 192.168.0.1
Primary DNS 168.126.63.1
Secondary DNS 8.888

Local Network

Local IP Address 192.168.10.1
Local Netmask 255.255.255.0

MAC Address 02:1F06:46:6A:D2
DHCP Server Enable
-+ '

e X



= Load Factory Defaults

All configurations are restored to factory default settings

i = O >
@ LTE Router x +
& > C A Notsecure | 192.168.10.1:8899/home.asp o =2 v ¥ 0O . :
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Settings Management
open all | close all g 9
You might reset all configuration to factory default.
|k siafox nap
- NAP Settings : ;
el
G-l Internet Settings | Load Defaults || Load Defaults |
B4l Wi-Fi Settings
E--.Adrninistmﬁon
D Management
D Upload Firmware
) Statistics
i Access Log
« I »

1) NAP will reboot automatically,

2) Wait for 2 ~ 3 mins to reboot and reconnect to Web Ul

= Statistics

NAP shows memory usage

v — O >
@ LTE Router x +

&€ > C A Notsecure | 192.168.10.1:8899/home.asp -2 %« 0@ :
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Memory

Take a look at the Memory Status.
|k siafox nap

B-{@ NAP Settings Memory

E5 ] LTE Settings Memory total 122448 kB

(- Internet Settings | ory tol ” |
[#1- il Wi-Fi Settings [ Memory lef || 5081218 |
E-{i Administration

----- [) Management

open all | close all

D Upload Firmware

D Settings Management

----- [) Access Log

. 0| ’

e X



= Debugging Mode - Access Log

1) NAP shows access log for Web Ul
2) Access Log

v — O
@ LTE Router x 4+

&€ > C A Notsecure | 192.168.10.1:3899/home.asp
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open all | close all

|‘Sigf‘ox NAP

[-{l NAP Settings

: LTE Settings
Internet Settings

Access Log

e

2 % 0@ :

]

2023-03-31 06:02:19 192.168.0.2(b4:39:fc:01:56:8e) 'rsadmin’ Login Success

2023-04-03 09:33:17 192.168.10.205(b4:a%:fc:01:56:8e) 'rsadmin’ Login Success

- Wi-Fi Settings

2023-04-13 08:15:46 192.168.10.205(b4:a9:1c:01:56:8e) 'rsadmin’ Login Success

E--.Aﬂministmﬁon
: ) Management

X



Thank you
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